NndopmannoHHas naMATKA JJIs1 00y4al0IIUXCH IJIs1 pa3MelleHusl Ha
opnuuanbHbIX UHTEpHET-pecypeax

C KaXKAbIM I'OJIOM MOJIOACKH B MHTCPHCTC CTAHOBUTLCH 60HLH.IC, a IIKOJbHUKH OJHH
U3 CaMbIX aKTHBHBIX II0JIb30BaTeci PYHCTa. Mexc;[y TEM, IOMUMO OTPOMHOIO KOJHNYCCTBA
BO3MO)KHOCTCI>’I, HUHTCPHCT HECCCT U HpO6J’I€MLI. JTa maMmsITKa JOJDKHA IIOMOYb Tebe Oe30macHo
HaXO0AUTHbCHA B CCTHU.

Komnviomepnuvie eupycol

KoMmbroTepHslif  BUpPYC - 93TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX  IPOrpaM,
OTJIMYUTEIIBHON OCOOCHHOCTHIO KOTOPOHM SBJISIETCA CIIOCOOHOCTh K pa3MHOXKeHHIo. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHI MOTYT TOBPEINUTH WA TOTHOCTHIO YHUUTOXHUTH Bce (hailiibl u
JaHHbBIE, TIOAKOHTPOIBHBIE ITOTH30BATENI0, OT UMEHH KOTOPOTO Oblia 3aIlyIieHa 3apaxEHHas
MporpaMMa, a Take MOBPEANTh WITH JaKe YHHYTOXKHUTH OIEPAIMOHHYI0 CHCTEMY CO BCEMH
(hbaitmamu B 1ienom. B GONBIIMHCTBE ciTydaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToBI 3aIUTHI OT BPEJOHOCHBIX IPOrpaMM:

1. Hcmonp3yli coBpeMeHHBIE OMIEPaMOHHbBIE CHCTEMBI, IMEIOIINE CEPhEIHBIA YPOBEHD
3aIUTHl OT BPETOHOCHBIX MPOTPaMM;

2. TlocrosiHHO ycTaHaBnuBaid mayTu (MUQPOBBIE 3aIUIATKH, KOTOPBHIE aBTOMATHUYECKH
YCTaHAaBIMBAIOTCS C LIENbI0 JAOPaOTKU MPOTpaMMBbI) U JIpyrue OOHOBICHHS CBOCH
omeparyoHHoW cuctembl. CkayuBail HMX TOJBKO C O(QHIMANBHOrO caifta
paspabotunka OC. Ecmu cymiecTByeT peXuM aBTOMAaTHYECKOrO OOHOBIICHHS,
BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE IO IIpaBaMH IIOJIb30BaTeNsd, a He
aAMUHHUCTPAaTOpa. OTO HE IO3BOJUT OONBLUIMHCTBY BpPEAOHOCHBIX HPOrpamMm
HMHCTAJUIMPOBATHCA HA TBOEM IMEPCOHATBHOM KOMIBIOTEPE;

4. Hcnonp3yil aHTHBUPYCHBIE IPOTrPaMMHBIE TPOAYKTHI H3BECTHBIX IPOM3BOIUTENIEH,

C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannupb (HpU3NUIECKUI JOCTYH K KOMIBIOTEPY ISl IOCTOPOHHMX JIHIL;

Hcnonb3yit BHEIIHNE HOCUTENU HH(POPMALINH, TaKUe Kak (hiielka, AUCK WIn (aiii

W3 UHTEPHETA, TOJIBKO U3 MPOPEPEHNBIX UICTOUHUKOB;

7. He oTkppiBail KOMITBIOTEpHBIE (aiiIbl, TONyYEHHbIE U3 HEHAJEKHBIX HCTOYHUKOB.
Haxxe Te ¢aiinpl, KOTOpble MpHUCTal TBOW 3HAKOMBIH. Jlydine yTo4HHM y Hero,
OTIPAaBJISUT JIX OH Tebe uX.

oo

Cemu WI-FI

Wi-Fi - a0 He BUj mMepefayn JaHHBIX, HE TEXHOJOTHS, a BCErO JIMIINb OpeH, MapKa.
Eme B 1991 romy uHuumepianjackas kommanus 3apeructpupoBaia Opern «WECAy», uto
o6o3Hauano cioBocoueranue «\Wireless Fidelity», koTopslii iepeBomuTest Kak «OecrpoBOIHAS
TOYHOCTHY.

Jlo Hamiero BpeMeHHM JoluIa Jpyras a0OpeBHarypa, KOTopas SBISETCS TaKOW JKe
TexHojorueil. Jto abOpesmatypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaHJapT BBICIIHIA 3ByKOBOM TexHukH Hi-Fi, uTo B mepeBoie 03HaUaeT «BBICOKAsi TOUHOCTHY.

Jla, GecrulaTHBIA MHTEPHET-I0CTYI B Kade, OTeNsIX U adpOropTax SBISIETCS OTIHYHOM
BO3MOKHOCTBIO BBIXOJa B MHTepHEeT. HO MHOTrHMe 9KCIepThl CYMTAIOT, YTO OOIIETOCTYITHbIC
WiFi cetu He sBirOTCS GE30MACHBIMM.

CoBeTblI 110 6€30MacHOCTH paboTe B 001Iea0CcTyHbIX ceTsx Wi-fi:

1. He nepenaBaii cBow JinuHyto uHpopmanuio yepe3 obmenoctynusie Wi-Fi cern.
Paborast B HUX, >KeJlaTelbHO HE BBOJIUTH MApONU JIOCTYIA, JOTMHBI U KaKHE-TO
HOMEDpa;

2. Hcnonw3yilh 1 OOHOBIISIH aHTHBUPYCHBIE IPOrpaMMBbl 1 Opanamayep. Tem caMbIM ThI
oOe3omacuib cedst OT 3aKa4KH BUpYyca Ha TBOE yCTPOICTBO;

3. Ipu ucnonn3oBanuu Wi-Fi ortkmoun ¢ynkimioo «OO0mmid noctyn K Qaiinam u
npuHTepamy». JlaHHas (YHKOUS 3aKpeiTa 10 YMOJYaHHIO, OJHAKO HEKOTOpPbIE
N0JIb30BATENI AKTUBUPYIOT €€ I ya00CTBa MCIIONB30BaHus B paboTe 1iH yueoe;

4. He ucnone3yii myoanunsiii WI-F| 1 nepenaun JTUYHBIX JaHHBIX, HAIIpUMEp IS
BBIXO0JIa B COLMANILHBIE CETH WIIN B 3JIEKTPOHHYIO TIOYTY;

5. Hnonw3yii Tonpko 3amuiieHHoe coenuHeHue yepe3 HTTPS, a ve HTTP, T.e. mpu
Habope BeO-apeca BBoaU UMeHHO «Nttps://»;



6. B wmoOwmsHOM Temedore orkmoun  ¢yakmuio  «Ilogkmouerne k- Wi-Fi
apTomMaTudecku». He momyckail aBTOMaTHYECKOTO MOJKIIOYEHHUS YCTPOMCTBA K
cetsm Wi-Fi 6e3 TBoero cornacus.

cuctembl FAPAHT
Couuaﬂbnbw cemu

CouunanbHble CETH aKTUBHO BXOZST B Hally >KW3Hb, MHOTHE JIIOJM pabOTalOT U JKUBYT
TaM MOCTOSHHO, a B Facebook yxxe 3aperucTpupoBaH MUJLUIHAP/ YETIOBEK, YTO SBIISICTCS OJHOM
celpMON BCeX JKUTeNlel IutaHeThl. MHOTHE TMOJNb30BaTeld HE MOHMMAIOT, YTO MH(OpMaus,
pa3MelleHHas UMH B COLIMANIBHBIX CETSIX, MOKET ObITh HalIeHa U UCTIOb30BaHa KEM YTOJHO, B
TOM 4HciIe He 0053aTeNbHO ¢ OJIariMHU HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannyp cHucok Apy3ed. Y TeOs B APY3bsIX HE MOIDKHO OBITH CIydallHBIX |
HE3HAKOMBIX JIIOJICH;

2. 3amuiiail cBOIO YacTHYIO XH3Hb. He ykaspiBail mapoinu, TenedoHBI, aapeca, JaTy
TBOETO POXICHUSA M APYI'YIO JIMYHYIO HHGOPMALUiO. 3JIOYMBIIJICHHUKA MOTYT
UCIIOJIB30BaTh Jake MH(QOPMAILMIO O TOM, KaK Thl M TBOM POIUTENH IJIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3ammuiiail cBOIO pENyTaIHIO - IEPXKH €€ B YUCTOTE U 3aj1aBaii cebe BOMpoC: XOTel Obl
ThI, 4TOOB! APYTHE MOJB30BATEIN BHUICIH, YTO Thl 3arpyskaems? Ilomymaii, npexne
YeM YTO-TO OITyOJIMKOBaTh, HAIUCATh U 3aIPy3HTh;

4. Ecau Thl TOBOPHIIb C JIFOABMH, KOTOPBIX HE 3HAaEIllb, HE MUCIIOJIB3YH CBOE peajbHOE
UM U APYTYIO JHYHYIO HH(GOpPMalWU: UMs, MECTO XKHTEIbCTBA, MECTO y4eObl U
npouee;

5. W30Oeraii pazmemnienus ¢pororpaduii B IHTEepHETE, T1Ie ThI H300paKeH HA MECTHOCTH,
M0 KOTOPOM MOYKHO ONPEETUTh TBOE MECTOIOIOKEHUE;

6. Ilpu perucrpanuu B COUATBLHON CETH HEOOXOIUMO HCIIONB30BAThH CIOKHBIE MAPOIIH,
COCTOSIIME U3 OYKB U IIU(P U ¢ KOJTHMYSCTBOM 3HAKOB HE MEHEe §;

7. ns conuanbHOW CETH, MOUTH U JPYTUX CalTOB HEOOXOAWMO HCIOIb30BATh PAa3HbIC
naponu. Toraa ecnu 1O B3IIOMAIOT, TO 3JIOYMBIIIICHHUKH MOIYYaT JOCTYH TOJBKO
K OTHOMY MECTY, a HE BO BCE Cpasy.

Dnexmponnsvie denveu

DJEeKTpOHHBIE JIEHBIH — 3TO OY€Hb YJOOHBIH CHOCO0 IIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPbIE XOTST NOJIYYNUTh 3TH JCHBIH.

SJ'IGKTPOHHBIG JCHBI'M ITOABHJIINCH COBCEM HCIAaBHO W MMCHHO H3-3a 3TOI'O BO MHOT'HX
rocyaapCrBax g0 CUX IIOP HE IMPOIMKMCAHO PO HUX B 3aKOHAX.

Online uzput

COBpeMeHHBIe OHHaﬁH-HIpBI - OTO KpaCOYHBIC, 3aXBAaTbIBAOLIUC PA3BJICUCHUA,
061:6,I[I/IH$IIOI]_II/IC COTHH ThICAY YCJIOBCK IO BCEMY MUDPY. I/IFpOKI/I HCCICAYIOT ,I[aHHBIﬁ UM MHD,
06H_IaIOTC$I APYT C APYI'OM, BBIIIOJHAIOT 3aJaHUs, CPAXKAOTCA C MOHCTPAMU U MMOJTYHAatOT OIIBIT.
3a YAOBOJIbCTBHUEC OHHU IUIATAT: NOKYIAKOT AUCK, OIJIAYMBAKOT a0OHEMEHT WIIH HpI/IO6peTaIOT
KaKHuC-TO OIIIHH.

Bce »tu cpencrBa uayT Ha INOAJNEP)KAHME W PA3BUTUE HWIPBI, & TaKXKE HAa camy
0€30I1acCHOCTh: COBEPUICHCTBYIOTCSI CHCTEMBl aBTOPU3AI[MH, BBHIMYCKAIOTCS HOBBIC IaT4H
(umdpoBkIe 3aTUTIATKY JIs IPOTPAMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOIIO6HI)IX urpax CTouT OIacaTtbCia HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXH
TBOCTO MapoJisd, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOpHU3allun OOJIBIINHCTBA urp.

OcHOBHBIE COBETHI IO OE30MTACHOCTH TBOET0 UTPOBOTO aKKAyHTA!

1. Ecmm mpyroi urpok BeaeT ceOs TI0X0 HIIH CO3/1aeT Tebe HeMPUATHOCTH,
3a0JIOKUPYH €T0 B CIIHCKE UTPOKOB;

2. Tloxanyiicst a/IMUHUCTPATOPaM UTPhI Ha TI0X0E MOBEJICHHE ITOTr0 UTPOKA,

KEJIaTeJIbHO MPHUIIOKUTH KaKHe-TO T0Ka3aTelbCTBa B BUIE CKPHUHOB;

He yka3zpiBaii 1nuny0 nHGOpMaLUIO B Ipodaiiie urpsl;

VYBaxail Jpyrux y4acTHUKOB 10 UT'PE;

He ycranaBnuBaii HeouuuanbHble MaT4d U MO,

akrow



6. Hcnosp3yii CI0XKHBIC M Pa3HbIC HapoJId;
7. Jaxe BO BpeMs UTPHI HE CTOUT OTKJIIOYATh aHTUBHpPYC. [1oka THI Urpaemib, TBOH
KOMIIBIOTEP MOTYT 3apa3uTh.

Duuiunz uiu Kpaoica inuHblX OaHHBIX

OOBIYHOM Kpameﬁ ACHCT U JOKYMCHTOB CCroJHsd YK€ HHUKOro HC YAWBUIIIL, HO C
Pa3BUTUCM HUHTCPHCT-TCXHOJIOT Hit 3JIOYMBINUICHHUKN TEPEMCCTHIIUCh B HHTCPHCT, H
IpoaO0JIKAIOT 3aHUMATLCS «ITFOOUMBIM JCIIOM.

Tak mosiBUIIaCh HOBas yrpo3a: WHTEPHET-MOILICHHUYESCTBA WK (DUIIMHT, TJIaBHAs 1CTb
KOTOPOTO COCTOMT B TOJIyYCHUH KOH(UICHIMAIBHBIX JaHHBIX MOJIB30BATENICH — JIOTUHOB H
naposeit. Ha anrnuiickom sizeike phishing uurtaercs kak ¢pummar (ot fishing — peiGHast o,
password — maposs).

OcCHOBHBIE COBETHI IO OOpHOE C PUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mozo3peBaeliis, 4To TBOSI aHKETa ObLia
B3JIOMaHa, TO He00X0AUMO 3a0JIOKMPOBATH €€ M COOOIINTH aIMHUHUCTPATOPaAM
pecypca 06 3TOM KaK MOKHO CKOpPEe;

2. Vcnonw3ylh Oe3omacHble BeO-CaiiThl, B TOM 4YHCIE, HHTEPHET-Mara3uHoB U
MIOUCKOBBIX CHCTEM,;

3, Hcrnonp3yli cllokHBIE W pa3Hble mapond. TakuMm o0pa3oM, eciau TeOs B3JIOMAIoT, TO
37I0yMBIIUICHHUKH MTOTYYaT AOCTYII TOJIBKO K OHOMY TBOEMY MPOQHITIO B CETH, a HE
KO BCEM;

4/ Ecnu T1ebst B3NOMaiM, TO HEOOXOAMMO TMpPEayNpeauTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIe 100aBieHbl y TeOsl B IPY3bsiX, O TOM, 4TO T€OS B3JIOMAJIA U, BO3MOXKHO, OT

TBOETO UMEHU OyJIeT PacChUIaThCS CIIaM U CChUIKU Ha (DUIIMHIOBBIE CANTHI;

VYcranosu HaaexHbIi maposs (PIN) Ha MOOHIIBHBIN TenedOH;

OTxIIr04YM cCOXpaHeHue napoiisi B Opaysepe;

He otkpriBaii Qaiisiel 1 Apyrue BIOKEHUS B MUCHMAax JakKe €CIU OHH MPHUIILTH OT

TBOMX Jpy3eii. Jlydie yTo4HH y HUX, OTIIPABIISUIN JIX OHU TeOe 3TH (aiiibl.

Nowu

Hugposasn penymavyus

udposast permyTanus - 5T0 HeraTUBHAS WM MMO3UTHUBHAs WHGOpPMaLUs B ce€TH O Tede.
Komnpomerupyromas undopmManus pa3MelieHHas B HHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3HUThCs Ha TBOEH peanbHOU x)u3HH. «{udpoBas pemyranus» - 3T0 TBOW UMUK, KOTOPBIA
dbopmupyetcst 3 uHGOpMaIMK 0 TeOe B MHTEPHETE.

TBoe wMecTO JKHUTCJILCTBA, yqeGH, TBOC (1)I/IH3.HCOB06 IIOJIOKCHUCEC, 0COOEHHOCTH
XapaKTepa U pacCKasbl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue moJIpOCTKH JETKOMBICTIEHHO OTHOCSTCS K ITyOJMMKAIUH JIMYHOW HH()OPMAIUH B
HNutepuere, He HOHUMAas BO3MOXKHBIX MOCIEACTBUNA. Thl Take HE CMOXKEIlb JOraJaThCs O TOM,
yto (oTorpadus, pasMelICHHAs 5 JIeT Hazaj, cTaja NMPUYMHOM OTKa3a NPHUHATH TeOS Ha
pabory.

KommenTapun, pasmenienue TBoux (Gororpaduil u JIpyrue AEHCTBHS MOTYT He
HCYE3HYTh JaXK€ IOCTE TOT0, Kak Thl MX YyJaluilb. Tbl HE 3HAElIb, KTO COXPAaHWI 3Ty
nHpOpPMaLUIO, TIOTAJIA JIM OHA B NIOMCKOBBIE CUCTEMBI U COXPAHMIACH JIX OHA, a TJIaBHOE; YTO
MOIYMAIOT 0 Tebe OKpYXKarollee 01, KOTOpble HalayT U yBuaAT 37o. Halitn nnpopmanuio
MHOI'O JIET CIYCTS CMOXET JI000# - Kak u3 I0OpbIX MOOYyKAEHWH, Tak U C HaMepeHHEM
MIPUYUHUTH BpeA. DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 0 3alIUTE MUPPOBON peIyTalUu:

1. Tlomymaii, mpexae 4eMm 4To-TO MyOJMKOBAaTh M IepenaBaTh y ce0s B Oiore wim B
COITMAILHOM CETH;

2. B HacTpoiikax mpoduisi yCTaHOBH OTpaHMYEHHSI HAa MPOCMOTP TBOEro MpOoQWIsi H
€ro COJIEPKHUMOTO, C/IENal ero TOIBKO «IJIS IPY3€eii»;

3. He pasmeniaii u He yka3bIBail HHOPMALIUIO, KOTOPasi MOXKET KOT0-JIMO0 OCKOPOIISATH
WJTH O0MKATh.

Asmopckoe npaso

COBpeMeHHBIe IIKOJbHUKHW- AaKTHUBHBIC I10JIb30BATCIN LII/I(i)pOBOFO OpoCTpaHCTBA.
O}_IHaKO JaJICKO HC BCC 3HAIOT, YTO ITOJIB30BAHHMEC MHOI'MMH BO3MOKHOCTAMU I_II/Iq)pOBOFO MHupa



Tpe6yeT C06J'IIO,I[CHI/I$I IIpaB Ha UHTCJIJICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTENIEKTyallbHas COOCTBEHHOCTb» OTHOCUTCA K Pa3jIMYHBIM TBOPEHUSIM
YeNOBEUECKOTO  yMa, HauMHas C  HOBBIX HM300pDETEHMH M 3HAKOB, 0003HAYAKOIIMX
COOCTBEHHOCTh Ha NPOAYKTHI W YCIAYI'M, M 3aKaHuuBas KHUTaMH, (GororpadusmH,
KMHO(UIBMaMH U MY3bIKAbHBIMH MTPOU3BEICHHUSIMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYaIbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHNUS
HayKH, JUTEpaTypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIAIOT B KaYECTBE FapaHTHH TOT0, YTO
WHTEJICKTYAIbHBIA/TBOPUECKUH TPYA aBTOpa He OyAeT HalpacHBIM, JacT €My CIIPaBeJIMBbIC
BO3MOXKHOCTHU 3apaboTaTh Ma pe3yapTaTax CBOETO TPy/a, MOJyYUTh H3BECTHOCTh U MPU3HAHHE.
Hukto 06e3 paspemieHuss aBTOpa HE MOXET BOCIPOU3BOAUTH €ro  IMPOU3BEACHUE,
pacrpoCcTpaHiTh, yOJIMYHO AEMOHCTPUPOBATD, IPOJaBaTh, MMIIOPTHPOBATH, MyCKAaTh B MPOKAT,
MyOJIMYHO UCIIONHATH, IOKA3bIBaTh/UCIONHATE B 3GHUpe UK pa3Meliars B MIHTepHeTe.

Hcnionb30BaHue «IUPATCKOr0» MPOTPAMMHOI0 00ECTIEYEHHUSI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT MOTEPH AAHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTPOICTBa, Iae
YCTAQHOBJICHHBIH He JeraipHas mnporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHbIe U OeCIUIaTHBIC MPOTPaMMBbI, KOTOPBIE MOKHO HalTH B CETH.

O nopmane

CeteBHYOK.p - TBOH TJIaBHBIA COBETYMK B CETH. 3/€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETH IMOHSATHBIM M JIOCTYITHBIM SI3BIKOM, & MPH BOSHUKHOBEHUH KPUTHYECKON
CUTyalluu oOpaTUThCS 32 COBETOM. A TarkKe NPHUHSTh Y4acTHe B KOHKYypCax U CTaTh CaMbIM
IUPPOBBIM TPakTaHHHOM !



